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KakK YCTaHOBUTb U
HacTpounTb phpMyAdmin B
Ubuntu 20.04

BBepoeHume

IaHHas MHCTPYKUWMS pacCKa3biBaeT O Mpouecce yCTaHOBKM MHCTpyMeHTa phpMyAdmin
B onepaumnoHHon cucteme Ubuntu 20.04. YcTaHOBKY BbIMOJIHSAEM B 06/1a4HON MHAPACTPYKTYype

Selectel. Ham noTpebyeTca HacTpoeHHbIN cepBep LAMP. O TOM, Kak ero pa3BepHyTb, Hannucanum B

CTaTbe.

PhpMyAdmin — 6ecniaTHbIN UHCTPYMEHT, CO34aHHbIN Ha A3blke php, 0149 aAMUHUCTPUPOBaHNS
MySQL ¢ ncnonb3oBaHmneM bpaysepa.

B KOMNieKTe — OrpoOMHbIN Ny BO3MOXXHbIX onepauni ¢ MySQL n MariaDB. Ha faHHbI MOMEHT
aKTyasbHas cTabunbHasa Bepcusa — phpMyAdmin 5.1.1.

YcTtaHoBka phpMyAdmin

MepBbI War — ycTaHOBKa Moaynsa pacwmnpeHusa php-mbstring. Mbstring npepoctaBngaeT pyHKLUN
nns paboTbl C MHOro6aNTHBIMU CTPOKAMU, KOTOPble obnervyatoT 06paboTky MHOrobanToOBbIX
KoAMpPoBOK B php.

KoMaHOa yCTaHOBKU:

sudo apt install php-mbstring -y

BbiBOA yCreLIHOV YCTaHOBKU:


https://selectel.ru/blog/lamp-install-ubuntu/
https://selectel.ru/blog/lamp-install-ubuntu/
https://www.phpmyadmin.net/

vlan48@apachi:~$ sudo apt install php-mbstring -y
[sudo] password for vlan48:
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
libonig5 php7.4-mbstring
The following NEW packages will be installed:
libonig5 php-mbstring php7.4-mbstring
0 upgraded, 3 newly installed, 0 to remove and 27 not upgraded.
Need to get 541 kB of archives.
After this operation, 1709 kB of additional disk space will be used.
Get:1 http://mirror.selectel.ru/ubuntu focal/universe amd64 libonig5 amd64 6.9.4-1 [142 kB]
Get:2 http://mirror.selectel.ru/ubuntu focal-updates/universe amd64 php7.4-mbstring amd64 7.4.3-4ubuntu2.6
[397 kB]
Get:3 http://mirror.selectel.ru/ubuntu focal/universe amd64 php-mbstring all 2:7.4+75 [2012 B]
Fetched 541 kB in Os (12.1 MB/s)
Selecting previously unselected package libonig5:amd64.
(Reading database ... 45001 files and directories currently installed.)
Preparing to unpack .../libonig5_6.9.4-1 _amd64.deb ...
Unpacking libonig5:amd64 (6.9.4-1) ...
Selecting previously unselected package php7.4-mbstring.
Preparing to unpack .../php7.4-mbstring_7.4.3-4ubuntu2.6_amd64.deb ...
Unpacking php7.4-mbstring (7.4.3-4ubuntu2.6) ...
Selecting previously unselected package php-mbstring.
Preparing to unpack .../php-mbstring_2%3a7.4+75_all.deb ...
Unpacking php-mbstring (2:7.4+75) ...
Setting up libonig5:amd64 (6.9.4-1) ...
Setting up php7.4-mbstring (7.4.3-4ubuntu2.6) ...

Creating config file /etc/php/7.4/mods-available/mbstring.ini with new version
Setting up php-mbstring (2:7.4+75) ...

Processing triggers for libc-bin (2.31-Oubuntu9.2) ...

Processing triggers for libapache2-mod-php7.4 (7.4.3-4ubuntu2.6) ...
Processing triggers for php7.4-cli (7.4.3-4ubuntu2.6) ...

CnefytoLwmm 3TanoM cTaHeT UHCTannaumsa phpMyAdmin B cuctemy. BbIMOSIHAETCHA 3TO KOMaHO0M:



sudo apt install phpmyadmin -y

O6paTnTb BHMMaHMe Ha Validate
Password

Bo Bpemsa nHctannaumm LAMP mor 6biTb akTuBMpoBaH niaruH Validate Password. 9To 4ypeBaTo
owmnbkom Npu cosgaHnm Napong and nonb3losatens phpmyadmin. 0ng geakTvuBauuy naarnHa
HeobXxoAMMO BbINOMHUTL CleayoLime waru:

OTKpbITb KOHCOJIb YripaBsieHna MySQL:

sudo mysql

Ecnn akTMBHa ayTeHTU(UKaLMs NO Naposto cyrnepnosib3oBaTens root, KomaHaa byaeT BbirnsgeTb
Tak:

mysql -u root -p

Terlepb OoTrnpasadaeM Ccyieayrulyro KOMaHOy:

UNINSTALL COMPONENT "file://component_validate_password";

ITO OencTBue npomnsBeneT OTK/YeHne nnarnHa Validate Password.

MoknHeM KoHcosib MySQL, KomaHAa:

exit



MO>XHO NPOAO/IKNTb YCTaHOBKY phpMyAdmin. 3Tn oencrema cnenyeT MpPon3BOANTb TOJIbKO
B CJ/ly4ae BO3HMKHOBEHUSA OWMOKN, BO BCEX OCTaJIbHbIX C/ly4asix B 3TOM HEeT He06Xx0aMMOCTN.

MpoOo/mKnMM yCTaHOBKY. [locsie oTNpaBKM KOMaHAbl B TEPMUHAJ MOSABUTCS OKHO YCTAHOBLIMKA,

B KOTOpOM rnoTpebyeTca oTBETUTb Ha Psd BONPOCOB. HaBuraumns B yCTaHOBLLMKE OCYLLECTBAAETCS
nocpencTBoM MUcnosb3oBaHna kKnasuw Up down, Bbibop NyHKTOB KHoMKa «Mpoben», nepexon
Hnxxe — Tab. Beopg BbibpaHHOro oteeta — Enter.

Ha nepBbIt BONPOC NPO UCMNOJb3yeMbli web-cepBep, Heo6xoaMMOo 0TBETUTL — apache?2.

ﬁ? found or type unknown

CnenytoLwunin BOMPOC NPO MHCTANAALUMIO N HACTPONKY ciy>kebHown 6a3bl OaHHbIX 415 CaMOW
nporpamMmmbl phpMyAdmin, oTBe4aeM nosIoXXKUTesIbHO.

Yaund or type unknown

Cnepyowmnm nyHKTOM ByaeT yCcTaHOB/IEH NapoJib paHee co3fAaHHON 6a3bl AaHHbIX ONS
nosib3oBaTensa phpmyadmin:

ﬁe{ found or type unknown

nOﬂTBepﬂ,l/lM CO3[aHHbIN paHee naposb:

Yaund or type unknown

BbiBoa ycrniewiHov paboTbl rnporpaMmeil:

vlan48@apachi:~$ sudo apt -y install phpmyadmin
[sudo] password for vian48:
Reading package lists... Done
Building dependency tree
Reading state information... Done
Suggested packages:
www-browser php-recode php-gd2 php-pragmarx-google2fa php-bacon-qr-code php-samyoul-u2f-php-server

Recommended packages:



php-curl php-gd php-bz2 php-zip php-tcpdf
The following NEW packages will be installed:
phpmyadmin
0 upgraded, 1 newly installed, 0 to remove and 28 not upgraded.
Need to get 4426 kB of archives.
After this operation, 27.2 MB of additional disk space will be used.
Get:1 http://mirror.selectel.ru/ubuntu focal/universe amd64 phpmyadmin all 4:4.9.5+dfsg1-2 [4426 kB]
Fetched 4426 kB in 0s (34.8 MB/s)
Preconfiguring packages ...
Determining localhost credentials from /etc/mysqgl/debian.cnf: succeeded.
Selecting previously unselected package phpmyadmin.
(Reading database ... 46341 files and directories currently installed.)
Preparing to unpack .../phpmyadmin_4%3a4.9.5+dfsgl-2_all.deb ...
Unpacking phpmyadmin (4:4.9.5+dfsg1-2) ...
Setting up phpmyadmin (4:4.9.5+dfsg1-2) ...
Determining localhost credentials from /etc/mysqgl/debian.cnf: succeeded.

dbconfig-common: writing config to /etc/dbconfig-common/phpmyadmin.conf

Creating config file /etc/dbconfig-common/phpmyadmin.conf with new version

Creating config file /etc/phpmyadmin/config-db.php with new version

checking privileges on database phpmyadmin for phpmyadmin@Ilocalhost: user creation needed.
granting access to database phpmyadmin for phpmyadmin@localhost: success.

verifying access for phpmyadmin@localhost: success.

creating database phpmyadmin: success.

verifying database phpmyadmin exists: success.

populating database via sql... done.

dbconfig-common: flushing administrative password

apache2_invoke: Enable configuration phpmyadmin

YcTaHOBKa 3aBeplueHa. Mpexae 4eM nonTu fanee, HeobxoaMMo NPOM3BECTU NMPOBEPKY
paboToCnocobHOCTMN Ha AAHHOM 3Tarne, 4Tobbl B C/ly4ae BO3HUKHOBEHUS NpobsieM, UX MOXXHO 6bIs10
pewmnTb C HAUMEHbLUUMW TpyAo3aTpaTaMu.

MpoBepuM. B ntobom bpay3epe oTkpbiBaeMm phpMyAdmin no IP-agpecy cepsepa:

ip_address/phpmyadmin



BXQB, B CIUCTEM Yy UL IGR3BAHHON Y4ETHON 3anncbio

Tenepb MOXXHO BONTU B CUCTEMY C UCMOJIb30BaHNEM Y4ETHOM 3annucu, Co34aHHON BO BpeMS
yCTaHOBKW. [MpoBepsaem:

BXQA, B G CTEM Yy FOUh H@THON 3arnmncbio C Naposiem
madeAs phpMyAdmindeie ycnewHon asTopmnsaunm

Onsa yd4eTHOM 3anmcu root Mo yMoa4aHUio NpUMEHSeTCa 40CTYN C UCNOJIb30BaHMEM MJiarmHa
auth_socket. 3MeHUM 3TO Ha ayTeHTUMUKaLNIO C UCMOJIb30BaHMEM Mapons. B faHHOM cny4ae
HeobXoAMMO N3MEHUTb TUM ayTEHTUPUKALNM Ha ayTEHTUPUKALMIO C UCMOJIb30BaHMEM Mapons.

OTkpoem kKoHcob MySQL:

sudo mysql

Mpoun3Benem nNpoBepKy Tabnnubl Nosnb3oBaTenen, 4Tobbl yBMAETb METOA ayTEHTUDMKALMN ONs

Ka>XOoro rnoJsib3oBaTesia.

SELECT user,plugin,host FROM mysql.user;

BuiBOA:
+ + + +
| user | plugin | host |
+ + + +
| debian-sys-maint | caching_sha2_password | localhost |
| mysql.infoschema | caching_sha2_password | localhost |
| mysql.session | caching_sha2_password | localhost |
| mysql.sys | caching_sha2_password | localhost |
| phpmyadmin | caching_sha2_password | localhost |
| root | auth_socket | localhost |
+ + + +

7 rows in set (0.00 sec)

Ncxopa n3 paHHbix Tabnvubl cnenyeT, 4TO ayTeHTUUKaLMa Noib3oBaTensa root NponcxoanT ¢
ncnonb3oBaHMeM nnaarvHa auth_socket.

ONs n3MeHeHns OTNpPaBMM ClieayoLlyo KOMaHay:



ALTER USER 'root'@'localhost' IDENTIFIED WITH caching_sha2_password BY 'password’;

Password pob6asnsem cBOW.

BbiBog paboThbl KOMaHAbI:

Query OK, 0 rows affected (0.03 sec)

B cnyvae Bo3HuKHoBeHUA owmnbkn Plugin caching_sha2_password in not loaded cnenyet

O6paTVITbCF| K pa3geny «Bo3smMoXxHble oWKnbKM» B KOHLLE CTaTbW.

lMpoBepuM pesynbTaT.

SELECT user,plugin,host FROM mysql.user;

BbiBOA:
+ + + +
| user | plugin | host |
+ + + +
| debian-sys-maint | caching_sha2_password | localhost |
| mysql.infoschema | caching_sha2_password | localhost |
| mysqgl.session | caching_sha2_password | localhost |
| mysql.sys | caching_sha2_password | localhost |
| phpmyadmin | caching_sha2_password | localhost |
| root | caching_sha2_password | localhost |
+ + + +

7 rows in set (0.00 sec)

Tenepb y Nonb3oBaTensd root Tun ayteHTUpukaunm — caching sha2 password.

PaboTa Cc nosnb30oBaTenaMm



OcHoBHas 3afadva B paboTe ¢ nosb3oBaTenamm phpMyAdmin — co3gaHmne n HaCcTpoMKa Mpas.
B KavecTBe npumMepa co3gannM NoSb30BaTeNA C MAaKCUMasIbHbIMU MPUBUIET UMM,
Heobxoanmo BepHyTbCA B TepMUHa NoA NoJib3oBaTeNeM C aAMUHUCTPATUBHbLIMUY MpaBaMu
N OTNPaBUTb KOMaHAY:

sudo mysql

Tak Mbl 3anycTuM paboTy ¢ 6a301 OaHHbLIX OT UMeHN aaMUHUCTpaTopa. NMoTpebyeTcs BBOA
napons.

BbiBoA:

Welcome to the MySQL monitor. Commands end with ; or\g.
Your MySQL connection id is 14

Server version: 8.0.27-Oubuntu0.20.04.1 (Ubuntu)

Copyright (c) 2000, 2021, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or \h' for help. Type '\c' to clear the current input statement.

mysql>

Tenepb Heobxoanmo 0ob6aBUTb NOIb30BATENSA, @ TaKXKXe ero nNaposb. BbIMONHUTL 3TO MOXXHO
KOMaHOoW:

CREATE USER 'user'@'localhost' IDENTIFIED BY 'password’;

roe user — HOBbI NOJSIb30BaTESb, A password — MapoJib And 3TOro rnosib3oBaTend.

B paboyeM BapmaHTe oTnpaBieHHass KOMaHAa BbIrNSoMT Tak:



CREATE USER 'selectel'@'localhost' IDENTIFIED BY 's*****qq';

BbiBoA:

Query OK, 0 rows affected (0.02 sec)

Hob6aBuM HeobxognMble NPUBUIErNK OIS CO34aHHOMO NMoJsib3oBaTens. B gaHHOM ciyyvae 3To 6yayT
BCE NpuBuaernn ons scex 6as gaHHbIX Ha cepBepe:

GRANT ALL PRIVILEGES ON *.* TO 'user'@'localhost’;

Ecnu nonb3oBaTento Heob6xooMMO pa3peLlnTb Co34aBaTb NoJib30BaTeNEN U Ha3Ha4YaTb UM
npuBunernn, Heobxoammo nobaBnUTb ONLMK:

GRANT ALL PRIVILEGES ON *.* TO 'user'@'localhost' WITH GRANT OPTION;

B naHHOM npumMmepe B 3TOM HeT HeobxoammocCTw, Mnos3ToMy 6y,EI,YT TOJIbKO Ha3Ha4eHbl NMoJiHble
npmnBmnernn oiga scex 6a3 gaHHbIX:

GRANT ALL PRIVILEGES ON *.* TO 'selectel'@'localhost’;

BbiBoA:

Query OK, 0 rows affected (0.00 sec)

OcTaeTcs TONbKO NMPUMEHNTb N3MeHEeHNA B HaCTpOVIKaX r|p|/|B|/|ner|/||7| ON9a 3TOro CNy>XMT KoOMaHOa:



FLUSH PRIVILEGES;

BbiBOoA:

Query OK, 0 rows affected (0.01 sec)

B HEeKOTOpbIX C/ly4asax MOXXeT I'IOTpGﬁOBaTbCﬂ yAanleHne paHee CO30aHHOIo rnoJsib3oBaTesid.

3TO BbIMOJIHAETCH C UCNOJIb30BaHNEM KOMaHAbl:

DROP USER 'user'@'localhost’;

I'IpOBepﬂeM 4YTO NOJib30BaTeJlb CYLLECTBYET.:

SELECT user FROM mysql.user;

OTI'IpaB)'IeHHaﬂ KOMaHOa OCYLLUeCTBAAET BbiBOO CMNCKa TeKyLnx rnosb3oBaTenen.

BbiBOA:
+ +
| user |
+ +

| debian-sys-maint |
| mysqgl.infoschema |
| mysql.session |

| mysql.sys |

| phpmyadmin |
| root |

| selectel |

+ +

7 rows in set (0.01 sec)



Y6enomeLuncb 4TO Nosb3oBaTesb ‘selectel’ akTUBEH, MOXKHO NMPOU3BECTU yOaNEHME:

DROP USER 'selectel'@'localhost’;

BbiBo:

Query OK, 0 rows affected (0.01 sec)

Mpon3BoanM NOBTOPHYO NMPOBEPKY, ybexxaasacb B ero oTCyTCTBUN B CMUCKE.

BbiBo:
+ +
| user |
+ +

| debian-sys-maint |
| mysqgl.infoschema |
| mysqgl.session |

| mysql.sys |

| phpmyadmin |
| root |

+ +

7 rows in set (0.00 sec)

Ha aTOM HacTpoWka nonb3oBaTesien 3apeplleHa. ns Beixoda n3 mysql HeobxogMmo oTNpPaBUTb
KomaHAay exit.

ObecnevyeHne 6e30MacHOCTH
phpMyAdmin

Ecnn K cepBepy eCTb XOTb KaKOW-TO A0OCTYMN U3 UHTEPHETa UK HEHAZAEXXHOW ceTn, Heobxoanmo
obecnevnTb Be3onacHoOCTb, o6aBMB aBTOPU3aALMIO.



TpebyeTcs co3gaTh hann .htaccess, KOTOPLIN ABASETCHA KOHUIYpPaLUOHHbLIM hansioMm web-
cepBepa Apache. OH gaeT BO3MOXXHOCTb yNpaBaAaTb Web-cepBepoM 1 HacTponkaMmu web-
NPUNOXKEHNS C MOMOLLbIO ANPEKTUB, 6e3 n3MeHeHNa OCHOBHOIO haria KoOHpUrypaumm web-
cepBepa. B gaHHOM MHCTPYKUUM ByoeT NCnonb30BaH TEKCTOBLIA peAakTop hano.

Co3pnaem tann .htaccess B gupektopun /usr/share/phpmyadmin/ n BHoCcMM B Hero creaytouime
AVPEKTUBBI:

AuthType Basic
Authname "Restricted Content"
AuthUserFile /etc/phpmyadmin/.htpasswd

Require valid-user

Mpon3BoanM KomMaHLy:

sudo nano /usr/share/phpmyadmin/.htaccess

AuthType Basic — aBTopusaumsa no naposio;
Authname «Restricted Content» — coobuieHre ons okHa aBTopM3aLILNY;

AuthUserFile /etc/phpmyadmin/.htpasswd — nyTb K anay napons, kKotopbin 6byneT
MCNOJIb30BaH A1 aBTOpPM3aLNK;

Require valid-user — gnpekTnBa yKa3blBaeT, YTO TOJIbKO aBTOPU30BaHHbIE MONIb30BaATENN
nosy4aT OOCTYN K pecypcy.

Tenepb He06Xo0OMMO YCTAaHOBUTL MapoJib yHEeTHOM 3anuncu.

sudo htpasswd -c /etc/phpmyadmin/.htpasswd user

roe user — yy4yeTHasa 3anuchb.

OTnpaBsigeM KOMaHAy:



sudo htpasswd -c /etc/phpmyadmin/.htpasswd selectel

N OBaXk[bl BBOAWM MNapoJib.

BbiBoA:

Adding password for user selectel

Nanee HeO6X0AMMO BKJOUYMUTL UCMONb30BaHWeE hannos .htaccess ans aupekTopun /usr/share. Ons

3TOro OTKPOEM A1l pelakTUpoBaHuUs ¢aiin apache2.conf n BHecemM n3MeHeHUs AMPEeKTUBbI ANS
AVPEKTOPUMN.

<Directory /usr/share>
AllowOverride All
Require all granted

</Directory>

Mo ymon4aHuto pannl BbIrNSAUT Tak:

<Directory />
Options FollowSymLinks
AllowOverride None
Require all denied

</Directory>

<Directory /usr/share>
AllowOverride None
Require all granted

</Directory>

<Directory /var/www/>
Options Indexes FollowSymLinks

AllowOverride None



Require all granted

</Directory>

#<Directory /srv/>

# Options Indexes FollowSymLinks
# AllowOverride None

# Require all granted

#</Directory>

BHOCUM n3MeHeHns B HeobX0OMMYO ANPEKTUBY:

<Directory /usr/share>
AllowOverride All
Require all granted

</Directory>

BbiBOA:

# This is the main Apache server configuration file. It contains the

# configuration directives that give the server its instructions.

# See http://httpd.apache.org/docs/2.4/ for detailed information about

# the directives and /usr/share/doc/apache2/README.Debian about Debian specific
# hints.

#

#

# Summary of how the Apache 2 configuration works in Debian:

# The Apache 2 web server configuration in Debian is quite different to

# upstream's suggested way to configure the web server. This is because Debian's
# default Apache? installation attempts to make adding and removing modules,

# virtual hosts, and extra configuration directives as flexible as possible, in

# order to make automating the changes and administering the server as easy as

# possible.

# It is split into several files forming the configuration hierarchy outlined
# below, all located in the /etc/apache?2/ directory:

#



/etc/apache2/

|-- apache2.conf

| *-- ports.conf
|-- mods-enabled

| |-- *.load

| *--* conf

|-- conf-enabled

| *-- * conf

*-- sites-enabled

“--*.conf

* apache2.conf is the main configuration file (this file). It puts the pieces
together by including all remaining configuration files when starting up the

web server.
* ports.conf is always included from the main configuration file. It is
customized anytime.

* Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/
directories contain particular configuration snippets which manage modules,
global configuration fragments, or virtual host configurations,

respectively.

They are activated by symlinking available configuration files from their
respective *-available/ counterparts. These should be managed by using our
helpers a2enmod/a2dismod, a2ensite/a2dissite and a2enconf/a2disconf. See

their respective man pages for detailed information.

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

# supposed to determine listening ports for incoming connections which can be
#

#

#

#

#

#

#

#

#

#

#

#

# * The binary is called apache2. Due to the use of environment variables, in
# the default configuration, apache2 needs to be started/stopped with
# Jetc/init.d/apache2 or apache2ctl. Calling /usr/bin/apache?2 directly will not
# work with the default configuration.

#

Global configuration

# ServerRoot: The top of the directory tree under which the server's

# configuration, error, and log files are kept.



#

# NOTE! If you intend to place this on an NFS (or otherwise network)

# mounted filesystem then please read the Mutex documentation (available
# at <URL:http://httpd.apache.org/docs/2.4/mod/core.html#mutex>);

# you will save yourself a lot of trouble.

#

# Do NOT add a slash at the end of the directory path.

#

#ServerRoot "/etc/apache2"

#

# The accept serialization lock file MUST BE STORED ON A LOCAL DISK.
#

#Mutex file:$ {APACHE_LOCK DIR} default

#
# The directory where shm and other runtime files will be stored.

#

DefaultRuntimeDir ${APACHE_RUN_DIR}

#

# PidFile: The file in which the server should record its process
# identification number when it starts.

# This needs to be set in /etc/apache2/envvars

#

PidFile ${APACHE_PID FILE}

#

# Timeout: The number of seconds before receives and sends time out.
#

Timeout 300

#

# KeepAlive: Whether or not to allow persistent connections (more than
# one request per connection). Set to "Off" to deactivate.

#

KeepAlive On



# MaxKeepAliveRequests: The maximum number of requests to allow

# during a persistent connection. Set to 0 to allow an unlimited amount.

# We recommend you leave this number high, for maximum performance.
#

MaxKeepAliveRequests 100

#

# KeepAliveTimeout: Number of seconds to wait for the next request from the
# same client on the same connection.

#

KeepAliveTimeout 5

# These need to be set in /etc/apache2/envvars
User ${APACHE_RUN_USER}
Group ${APACHE_RUN_GROUP}

#

# HostnamelLookups: Log the names of clients or just their IP addresses
# e.g., www.apache.org (on) or 204.62.129.132 (off).

# The default is off because it'd be overall better for the net if people

# had to knowingly turn this feature on, since enabling it means that

# each client request will result in AT LEAST one lookup request to the
# nameserver.

#

HostnamelLookups Off

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorLog directive within a <VirtualHost>
# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>
# container, that host's errors will be logged there and not here.

#

ErrorLog ${APACHE_LOG_DIR}/error.log

#

# LogLevel: Control the severity of messages logged to the error_log.
# Available values: traces8, ..., tracel, debug, info, notice, warn,

# error, crit, alert, emerg.

# It is also possible to configure the log level for particular modules, e.g.



# "LogLevel info ssl:warn"
#

LogLevel warn

# Include module configuration:
IncludeOptional mods-enabled/*.load

IncludeOptional mods-enabled/*.conf

# Include list of ports to listen on
Include ports.conf
# Sets the default security model of the Apache2 HTTPD server. It does
# not allow access to the root filesystem outside of /usr/share and /var/www.
# The former is used by web applications packaged in Debian,
# the latter may be used for local directories served by the web server. If
# your system is serving content from a sub-directory in /srv you must allow
# access here, or in any related virtual host.
<Directory />
Options FollowSymLinks
AllowOverride None
Require all denied

</Directory>

<Directory /usr/share>
AllowOverride All
Require all granted

</Directory>

<Directory /var/www/>
Options Indexes FollowSymLinks
AllowOverride None
Require all granted

</Directory>

#<Directory /srv/>

# Options Indexes FollowSymLinks
# AllowOverride None

# Require all granted

#</Directory>



# AccessFileName: The name of the file to look for in each directory
# for additional configuration directives. See also the AllowOverride
# directive.

#

AccessFileName .htaccess

#
# The following lines prevent .htaccess and .htpasswd files from being
# viewed by Web clients.
#
<FilesMatch "~\.ht">
Require all denied

</FilesMatch>

#

# The following directives define some format nicknames for use with

# a CustomLog directive.

#

# These deviate from the Common Log Format definitions in that they use %0

# (the actual bytes sent including headers) instead of %b (the size of the

# requested file), because the latter makes it impossible to detect partial

# requests.

#

# Note that the use of % {X-Forwarded-For}i instead of %h is not recommended.

# Use mod_remoteip instead.

#

LogFormat "%v:%p %h %l %u %t \"%r\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i\"" vhost_combined
LogFormat "%h %l %u %t \"%nr\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %I %u %t \"%r\" %>s %0" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "% {User-agent}i" agent

# Include of directories ignores editors' and dpkg's backup files,

# see README.Debian for details.

# Include generic snippets of statements

IncludeOptional conf-enabled/*.conf



# Include the virtual host configurations:

IncludeOptional sites-enabled/*.conf
CoxpaHsieM, nepeynTaem KoHpurypaumnto Apache2, oTnpaBKo KOMaHAab!:

sudo systemctl reload apache2

Ecnn cepsep noka He B AKTUBHON pa60Te MOXXHO rnepesanyCctuTb AeEMOHa KOMaHaon:

sudo systemctl restart apache2

Mpu nonbiTke nonacTb B phpMyAdmin Tenepb noTpebyeTcs AOMNOJHUTENIbHAs aBTOpPM3aLIUS.

ARIERe PU3d LIS Brpl piMyAdmin

MNMocne BBOAA BEPHbIX YYETHbIX AAaHHbIX aBTOPU3aLMa NPOXOANT YyCMeLHO.

ARHE PH3dLIH BrphpMyAdmin npowna ycnewHo

YnaneHmne phpMyAdmin

YoaneHne NpoucxXoauT C UCMOJIb30BAaHNEM 3TUX KOMaHL;:

sudo apt remove phpmyadmin -y

OTBeYaeM Ha BCe BOMPOChl NOJIOXKUTENLHO.

yitaaevte phpMyAdmibwmoTBEYaEM NOIOXKNTENLHO NPO AeKoHpurypauunto b,
php MyAeiminor 6/FBEHREMNOJIOKMUTENBHO NPOo yaaneHue b

BbiBOA:



Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packages were automatically installed and are no longer required:
dbconfig-common dbconfig-mysql libjs-jquery libjs-openlayers libjs-sphinxdoc libjs-underscore libxsltl.1 php
php-google-recaptcha php-phpmyadmin-motranslator
php-phpmyadmin-shapefile php-phpmyadmin-sql-parser php-phpseclib php-psr-cache php-psr-container php-
psr-log php-symfony-cache php-symfony-cache-contracts
php-symfony-expression-language php-symfony-service-contracts php-symfony-var-exporter php-twig php-
twig-extensions php-xml php7.4 php7.4-xml
Use 'sudo apt autoremove' to remove them.
The following packages will be REMOVED:
phpmyadmin
0 upgraded, 0 newly installed, 1 to remove and 41 not upgraded.
After this operation, 27.2 MB disk space will be freed.
(Reading database ... 54693 files and directories currently installed.)
Removing phpmyadmin (4:4.9.5+dfsg1-2) ...
Determining localhost credentials from /etc/mysql/debian.cnf: succeeded.
dbconfig-common: dumping mysql database phpmyadmin to /var/tmp/phpmyadmin.phpmyadmin.2021-11-16-
07.04.mysql.rTp4t6.
dbconfig-common: dropping mysqgl database phpmyadmin.
dropping database phpmyadmin: success.
verifying database phpmyadmin was dropped: success.
dbconfig-common: revoking privileges for user phpmyadmin on phpmyadmin.
revoking access to database phpmyadmin from phpmyadmin@localhost: success.
Conf phpmyadmin disabled.

apache2_invoke postrm:Disable configuration phpmyadmin

Ona o4ncTKu HENCMNONIb3yeMbIX 3aBNCUMOCTEN NMPUMEHAEM!

sudo apt-get autoremove

BbiBOA:



Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages will be REMOVED:
dbconfig-common dbconfig-mysql libjs-jquery libjs-openlayers libjs-sphinxdoc libjs-underscore libxsltl.1 php

php-google-recaptcha php-phpmyadmin-motranslator
php-phpmyadmin-shapefile php-phpmyadmin-sql-parser php-phpseclib php-psr-cache php-psr-container php-

psr-log php-symfony-cache php-symfony-cache-contracts
php-symfony-expression-language php-symfony-service-contracts php-symfony-var-exporter php-twig php-

twig-extensions php-xml php7.4 php7.4-xml

0 upgraded, 0 newly installed, 26 to remove and 41 not upgraded.

After this operation, 20.5 MB disk space will be freed.

Do you want to continue? [Y/n] y

(Reading database ... 52976 files and directories currently installed.)

Removing dbconfig-mysql (2.0.13) ...

Removing dbconfig-common (2.0.13) ...

Removing libjs-sphinxdoc (1.8.5-7ubuntu3) ...

Removing libjs-jquery (3.3.1~dfsg-3) ...

Removing libjs-openlayers (2.13.1+ds2-7) ...

Removing libjs-underscore (1.9.1~dfsg-1ubuntu0.20.04.1) ...

Removing php-xml (2:7.4+75) ...

Removing php7.4-xml (7.4.3-4ubuntu2.7) ...

Removing libxsltl.1l:amd64 (1.1.34-4) ...

Removing php (2:7.4+75) ...

Removing php-google-recaptcha (1.2.3-1) ...

Removing php-phpmyadmin-motranslator (5.0.0-1) ...

Removing php-phpmyadmin-shapefile (2.1-3) ...

Removing php-phpmyadmin-sql-parser (4.6.1-2) ...

Removing php-phpseclib (2.0.23-2) ...

Removing php-symfony-expression-language (4.3.8+dfsg-lubuntul) ...

Removing php-symfony-cache (4.3.8+dfsg-1lubuntul) ...

Removing php-symfony-cache-contracts (1.1.8-1) ...

Removing php-psr-cache (1.0.1-2) ...

Removing php-symfony-service-contracts (1.1.8-1) ...

Removing php-psr-container (1.0.0-2) ...

Removing php-psr-log (1.1.2-1) ...

Removing php-symfony-var-exporter (4.3.8+dfsg-1ubuntul) ...

Removing php-twig-extensions (1.5.4-1) ...

Removing php-twig (2.12.5-1) ...

Removing php7.4 (7.4.3-4ubuntu2.7) ...



Processing triggers for libc-bin (2.31-Oubuntu9.2) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for libapache2-mod-php7.4 (7.4.3-4ubuntu2.7) ...

Mepe3anyckaem geMoH apache2:

sudo service apache? restart

PhpMyAdmin ygoaneH c cepsepa.

BO3MOX>XHble OLLNOKN

B npouecce naMmeHeHUsa Tuna ayTeHTUOUKaLMN YYETHON 3anuncu root:

ALTER USER 'root'@'localhost' IDENTIFIED WITH caching_sha2_password BY 'password’;

B03MO>XHO BO3HMKHOBEHME OLINGKU:

Plugin caching_sha2_password in not loaded

DTO0 BbI3BAHO TEM, YTO B CBEXUX Bepcuax mysqgl Tun ayTeHTUGUKaLMM rno yMosa4aHuio:

caching_sha2_password

DTO He Mo3BOJINT NPOU3BECTM yAaNeHHOoe NoAKIoYeHe K mysql 1 BbI30BET OWMOKY nnarnHa:

caching_sha2 password



BO3MOXXHbIM BapnaHTOM peLLeHns ABASETCSA yCTaHOBKA TUMNa ayTeHTUhUKaunn:

mysql_native_password

KoMaHOa BbIrNAaonT Tak:

ALTER USER 'username'@'localhost' IDENTIFIED WITH mysql_native_password BY 'password’;
Tenepb BO3MOXXEH AOCTYMN nosib3oBaTensa K mysql ¢ localhost.
[Ons nogKNto4YeHns C HECKOJIbKMX XOCTOB He0BX0AMMO N3MEHUTb KOMaHAY:

ALTER USER 'username'@'%' IDENTIFIED WITH mysql_native_password BY 'password’;

Ana npuMeHeHns n3MeHeHnn HeobXoANMO NCMOJIb30BaTh:

FLUSH PRIVILEGES;

3aKJ1ln4YeHune

B 3TOM MaHyasie Mbl pacCcka3asin 0 HacTponke cepBepa phpMyAdmin Ha onepaunoHHON CUCTeMe
Ubuntu 20.04 Ha obna4yHom cepBepe oT Selectel. Mbl pa3zobpann OCHOBHblE MOMEHTbI, KOTOPbIX
0OCTaTO4YHO A4 Toro, 4Tobbl ObICTPO N Ka4eCTBEHHO YCTAaHOBUTL AAaHHbIN MHCTPYMEHT Ha cepBep,
a TakK)Xe paccMoTpesin HacTPOonKM 6e30nacHOCTH.



KoMaHObl Linux

Pa3speweHne gocTtyna A8 3anncu BCex rnogkaTasioros Katasiora work

sudo chmod -R 777 /opt/work

#cCcMmeHa napond root

sudo su -
passwd root

#Bepcnsa NNHYKC

hostnamectl

#3anyck MongoDB

sudo systemctl start mongod

#yCTaHOBKa MOCTa

sudo apt-get install bridge-utils



sudo apt-get update
sudo apt-get install gemu

sudo ./gemu-system-i386

ip addr

ip a add 192.168.1.200/24 dev eth0
ip a del 192.168.1.200/24 dev eth0
ip route add 192.168.1.0/24 dev eth0

sudo apt install gemu-guest-agent






RDP B Linux

https://andreyex.ru/debian/kak-ustanovit-xrdp-server-udalennyj-rabochij-stol-na-debian-10/
#YcTaHoBKa paboyero ctona

sudo apt update
sudo apt install xfce4 xfce4-goodies xorg dbus-x11 x11-xserver-utils

YcTaHoBKa Xrdp
#MakeT Xrdp foCTyneH B CTaHAAPTHLIX peno3nTtopusax Debian. YTobbl ycTaHOBUTL ero,
3anycTuTe:

sudo apt install xrdp

#Cny»x6a aBTOMaTUYECKN 3aNyCTUTCS NOC/ie 3aBepLUeHns NpoLecca yCTaHOBKM. YToObl
ybenunTbcs, 4To cnyxba Xrdp 3anyuieHa, BBeauTe:

sudo systemctl status xrdp

#BbiBog 6yaeT BbIrna4eTb MPMMEPHO Tak:

#@ xrdp.service - xrdp daemon

# Loaded: loaded (/lib/systemd/system/xrdp.service; enabled; vendor preset: enabled)

# Active: active (running) since Wed 2020-04-01 21:19:11 UTC; 4s ago

# ...

#Mo ymon4aHuto Xrdp ncnonb3dyeT pann /etc/ssl/private/ssl-cert-snakeoil.key, koTopbin gocTyneH
AN YTeHUA TOJIbKO NOoJib30BaTeNAM, KOTOpPbIe ABASITCA YaeHaMUn rpynnbl «ssl-cert». BoinosHUTE
cnepnymouyo KoMaHay, 4Tobbl fobaBMTb NoNb3oBaTeNa xrdp B rpynny:


https://andreyex.ru/debian/kak-ustanovit-xrdp-server-udalennyj-rabochij-stol-na-debian-10/

